JDQ Ref: AAAE5012

CHESHIRE COUNTY COUNCIL

 JOB DESCRIPTION QUESTIONNAIRE




	JOB TITLE
	Network Manager (Secondary School)
	JOB REF NO
	AAAE5012


BASIC JOB PURPOSE

To lead the Network Support Team in the management and administration of the school ICT network(s); to maximise efficiency and effectiveness.

(Network Support services also may be provided to “feeder” Primary Schools in the area).
	NO
	MAIN RESPONSIBILITIES



	1
	Manage the whole school ICT network(s), associated equipment and software, and other non IT related projects (Installation of CCTV, phones systems etc.), both curriculum and administration systems, to ensure that the educational and business needs of the school are met.

	2
	Manage the procurement and installation of all software and hardware on the school's network(s), and act as systems manager for the school administrative system.

	3
	Manage the current ICT infrastructure and oversee future developments.

	4
	Manage arrangements for securing the school's data, both curriculum and administration; to ensure that adequate backup and disaster-recovery plans are in place.

	5
	Manage the Network Support Team at the school.

	6
	Undertake ICT training for Network Support Team, teaching and support staff, in liaison with the Business Manager; including both the planning and delivery of such training.

	7
	Manage the school's telecommunications network and audio/visual provisions, ensuring that curriculum and administrative needs are met.

	8
	Where appropriate, manage the provision of ICT support to “feeder” Primary Schools, ensuring that the terms of the Service Level Agreements with those schools are met.

	Notwithstanding the detail in this job description, in accordance with the School's/Council’s Flexibility Policy the job holder will undertake such work as may be determined by the Headteacher/Governing Body from time to time, up to or at a level consistent with the Main Responsibilities of the job.


1 RESPONSIBILITY FOR SUPERVISION/DIRECTION/COORDINATION OF EMPLOYEES

Employees directly supervised by Job Holder
	No and FTE
	Levels / grades
	Types of work
	Where based



	Up to 3
	ICT Technicians
	Hardware, software and telecoms support tasks.
	Secondary School

	Up to 2
	A/V Technicians
	Support for audio –visual systems
	Secondary School


What does the supervision/management of these employees involve? (eg allocating work, training for the job, assessing performance - see guidance notes)

The Job Holder is a member of the recruitment and selection panel: provides induction, training and mentoring: allocates and prioritises workload; deals with initial stages of disciplinary and grievance issues; undertakes performance appraisals (in conjunction with the Line Manager).
Other Employees supervised by Job Holder (not in a direct line relationship)

	No and FTE
	Levels / grades
	Types of work
	Where based


	Varies


	Teaching Staff


	Aspects of teaching duties requiring ICT skills
	Secondary School



	
	ICT Co-ordinators
	ICT Support
	“Feeder” Primary Schools in the area


What does the supervision of these employees involve?

Provision of advice, guidance and training on technical ICT issues, including identification of training needs, and the design and delivery of training programmes.
Does the job involve supervision, direction or management of people who are not employees? eg contractors, students on secondment 

	No and FTE
	Levels / grades
	Types of work
	Where based


	
	Contractors – electrical, telecommunications, ICT 
	Maintenance and servicing of equipment
	Secondary School




What does the supervision of these people involve?

Work allocation and ensuring that all tasks have been undertaken and completed correctly.

Does the Job Holder develop policy or provide advice and information which impacts on the supervision/direction/coordination of employees?
No  

2 RESPONSIBILITY FOR FINANCIAL RESOURCES

	Financial responsibility
	      Value of the financial resource      

(p.a.)
	How often is the duty performed?

	Recommend expenditure, monitor spend vs. budget allocations, etc for:

· ICT Budget

· Telecommunications Budget

· Audio-Visual Equipment Budget

(Budget Holder normally will be Line Manager)
	Depending upon size of school, budgets up to:

· £50,000

· £20,000

· £2,000
	Monthly and termly reviews.


Does the Job Holder develop policy or provide advice and information which impacts on financial resources?

Yes
The Job Holder:

1. analyses spending, obtains quotes from contractors and suppliers, reviews proposals, and recommends acceptance to Line Manager;

2. contributes to revenue-generation activities, through support to Partner and Community initiatives, such as local small-businesses.
3 RESPONSIBILITY FOR PHYSICAL RESOURCES

	Physical resource
	Nature of responsibility of Job Holder
	How often is the responsibility exercised?

	IT Systems:

1. Computer hardware – usually 2 domains, with up to 300+ networked workstations, 60+ laptops and multiple network hubs across school buildings
	· Care, maintenance, suitability for purpose and safety of installations.
	Daily

	2. Computer software: 

· (curriculum) – students’ coursework, lesson plans, intermediate results, curriculum management;  

· (administration) – student and staff databases, exam results, attendance records.
	· Performance and availability management, problem diagnosis and resolution. 
· Providing advice and training in use of equipment.

· Ensure high levels of confidentiality, security, availability and access.
	Daily

	Telecommunications Systems:
1. PABX or equivalent telephone and FAX systems, with up to 100 extensions across the school;

2. Video-conferencing facilities
	· Care, maintenance, suitability for purpose and safety of installations;

· Performance and availability management, problem diagnosis and resolution.
	Daily

	Audio-Visual Equipment:

1. Electronic whiteboards, multiple projectors, scanners, printers, digicams and camcorders.
	· Care, maintenance, suitability for purpose and safety of installations;

· Performance and availability management, problem diagnosis and resolution.
	Daily


Does the Job Holder develop policy or provide advice and information which impacts on physical resources?


Yes
The Job Holder:

1. customises and manages the “Acceptable Use” policy in respect of Internet Access, computer Security Policy and Non-Compliance Actions applicable to all school staff and students;
2. provides advice and guidance to the School management team on Data Protection Act and Freedom of Information Act issues and requirement;
3. ensures appropriate software licensing arrangements are in place across the school’s networks.
4 RESPONSIBILITY FOR IMPACT ON PEOPLE
	Task/Duty
	Who benefits?
	How they benefit?

	Provision of ICT infrastructure support 
	Students and staff of school; “feeder” primary schools under SLA.
	Direct service provision; secure data and applications; appropriate systems access.

	Provision of advice and guidance on ICT, A-V and telecommunications issues, including training in such systems.
	Students and staff of school; “feeder” primary schools under SLA; partner community groups (eg, local Parish Council, local businesses and groups, etc).
	Training and operational support; consultancy services on hardware and software issues; access to ICT resources.

	Development and installation of ICT systems and equipment
	Students and staff of school; “feeder” primary schools under SLA; partner community groups (eg, local Parish Council, local businesses and groups, etc).
	Access to ICT resources; health and safety of systems/ installations; ongoing maintenance of systems.


Does the Job Holder develop policy or provide advice and information which impacts on people?

Yes
The Job Holder interprets and enforces “Acceptable Use”, Data Protection, Freedom of Information and other DFES standards and guidance, to ensure security and appropriateness of information access.
5 KNOWLEDGE
	Type of knowledge
	What knowledge is essential?
	Why are these needed?
	How is it normally acquired?

	Specialist knowledge and experience
	Degree, HND or equivalent in IT

1. A minimum of Windows server 2003 domain architecture and windows XP; 

2. LAN/WAN/Wireless networks; 

3. Microsoft server-client packages as well as Operating System; 

4. MS Office applications expert knowledge, software package customisation, and software distribution;

5. Practical knowledge of ICT disciplines (Change and Availability Management, Data Administration; Performance Management).
	Underpinning professional and practical knowledge of ICT networks and systems.

To undertake and supervise technical tasks involved in supporting school’s ICT installations.
	Formal university/ higher  education; plus CPD

Formal training for certification as a:

· Microsoft Computer Systems Engineer;

· Cisco Certificated Network Controller 

	Legislation and Policy
	1. Understanding of data privacy and protection legislation;

2. Understanding of County policy and guidelines on “Acceptable Use” of ICT.
	To implement a data security and access regime that meets statutory obligations.
	On- and off-the-job training and experience.

	Organisational/ Service-based Knowledge
	1. Understanding of business processes in school management; 

2. Appreciation of curriculum impacts and trends as affect ICT needs; 

3. Understanding of examination criteria and application to student coursework and school administration.
	To ensure best use and prioritisation of school resources to achieve required service levels.
	On- and off-the-job training and experience.


How long would it take for a Job Holder to become fully operational?
A minimum of 3 years’ higher education and a further 3 years’ practical work experience in a technical role (including obtaining MS Systems and Cisco Network certifications) within the education sector.

6 MENTAL SKILLS

a) What sort of situations/problems does the Job Holder typically have to deal with? 

Example: Setting up laptop computers; developing secure software domains, with synchronisation and profile update facilities for home use.  Maintain multiple system images to meet the needs of different departments.  Investigate, analyse and resolve integration problems of hardware and software interaction (which can take up to one week to resolve).
Example:  Managing Internet security, by inspecting reports generated by filtering software, which log attempts to access inappropriate sites.  Ensures that blocks are put in place to deny access to the relevant site (and all of the many possible variants which may exist).  Management of this activity calls for understanding of site context and content, and for judgement as to follow-up action.  Ultimately, students – or even staff – might have to be barred from access.
b) Give an example of the most difficult or demanding situation/problem the Job Holder has to solve.

Example:  Resolving a Server system crash – ie, where a server has stopped responding, and which causes all network workstations to ‘freeze’.  The system may need a complete rebuild of its Operating System, including implementation of a new and untried ‘active directory’ feature, which can involve creating 100+ user names, passwords and profiles.  The “novelty” of such a new software platform would involved a very steep learning curve, working under extreme deadline pressures and re-allocating other work to prioritise this solution; which could take up to 3 weeks to resolve.
c) Approximately how often would the example in (b) occur?

	Once per annum



Give details below of the mental skills required in the job and reasons why they are needed.

	Mental Skill
	Why Needed?

	Planning
	1. Project planning - deliver on-time, on-budget projects. 

2. Planning and allocating resources so as to optimise school’s return on ICT and telecommunications investment.  
3. Specifying requirements for tendering from suppliers.

4. Allocating and prioritising staff workload.

	Fact-finding/analysis
	1. Identifying root causes of systems failures/problems; taking into account the complex interdependencies in component failures.

2. Identifying user training needs and concerns.

	Judgement
	1. Managing non-compliance exposures on Data Access and Security issues.

2. Responding to staff concerns and skills development needs.  

	Creativity
	1. Developing imaginative solutions to new client requirements, within budget and equipment constraints.
2. Solving highly technical problems, using written texts and complex calculations.  

3. Documenting/recording installed hardware/software configurations.

4. Preparing ICT Bulletin reports for staff, training documentation.


7 INTERPERSONAL AND COMMUNICATION SKILLS ESSENTIAL FOR THE JOB

	 Skill
	Used for?
	With whom?

	Negotiation/persuasion
	· Consulting ICT users;

· Recommending cost-effective ICT solutions (both immediate and more fundamental problems);

· Where appropriate, establishing Service Level Agreements; resolving complaints from variations in service provision.
	· Teaching and support staff.

· ICT co-ordinators from “feeder” primary schools.

	Training/presentation skills
	Providing INSET, evening and community sessions on technology issues, plans, new developments, etc.
	School staff, local partnership groups (eg, small businesses, Parish Council, Farmers’ Union, etc).


8 PHYSICAL SKILLS ESSENTIAL FOR THE JOB

	Physical skill
	Used for?
	Any precision/speed requirements?

	Visual acuity; hand-eye

co-ordination
	· Hardware system building and repair.

· Keyboard skills
	· Precision and delicacy – some fragile components.




9 INITIATIVE AND INDEPENDENCE

Allocation of work

a) How is work allocated to the Job Holder?

In conjunction with Business Manager, the Job Holder reviews future needs of major clients – Heads of ICT and Mathematics, Administration Staff, etc – and agrees major activities and schedules.

b) What is a typical cycle for allocating work to the Job Holder eg hourly, daily, weekly?

Weekly or fortnightly review, depending on time of year (whether term time, projects in progress); most workload is self-generated and managed.
Scope for initiative

c) How much freedom/discretion does the Job Holder have:
to change the way work is done?

(e.g. recommending changes in policy, procedures, resources)

The Job Holder exercises discretion in organising the ICT team and revising procedures to meet user needs; recommending changes to budgets, priorities, plans, etc to the Senior Management Team within school.
to allocate their time to duties?

Within agreed outline plans and schedules, the Job Holder allocates own and team time to resolve to emerging user needs.
d)  What is the level of guidance/instruction available? 

Written, high-level guidance on policy issues is provided in the context of security and Access policy interpretation and implementation.  Hardware/software operating manuals and texts provide diagnostic support and guidance on possible causes of errors/failures and possible solutions; but the Job Holder exercises initiative and experience to diagnose and resolve complex problems.

e)  What sort of direction, management or supervision is given to the Job Holder?

	Type of Direction
	From Whom
	How Often

	Team Briefings
	Line Manager
	Weekly during school terms

	Formal reviews of team and personal performance, priorities and identification of skills development needs.
	Line Manager
	Termly


f)  Give three examples of problems or decisions the Job Holder would be expected to deal with themselves without reference to a supervisor/manager. How often do these occur?

	Expected problem
	Nature of available guidance
	Typical Frequency

	Identifying areas where ICT users are not getting the best use out of equipment and applications; devising training plans to address the situation.
	Handbooks, supplier manuals, Job Holder’s experience.
	Few times per school term

	Resolve ICT users’ (particularly external clients such as “feeder” Primary schools) dissatisfaction with service provided, when Job Holder has to give priority to other internal problems.
	Job Holder’s experience
	Occasional

	Unexpected problem
	Nature of available guidance
	Typical Frequency

	Delays by a contractor/supplier to complete work (eg, cabling installation,) in time for the start of the next school term.  The Job Holder would take the initiative, in the absence of line management, to engage alternative/additional contractors/suppliers to ensure that the planned completion date could be achieved.


	Job Holder’s knowledge and experience of precedents.
	A couple of times per annum.


g) Give two examples of problems or decisions the Job Holder would be expected to refer to their supervisor/manager. How often do these occur?

	Problem or decision
	Point of referral
	Typical Frequency

	Unresolved conflicts of priority with teaching staff, where they may become irate or offensive when frustrated by technology constraints.
	Line Manager.
	Once per term.


	Committing the school to a large purchase order for ICT equipment.  The Job Holder would research the market, negotiate terms with potential suppliers, and make a recommendation.
	Order review and sign-off by line manager.
	Regularly.



10  PHYSICAL DEMANDS

What sort of physical demands does the job involve?  (See guidance notes for examples)

	Physical Demand
	Typical

Duration
	How often?
	Other details

(eg how heavy?)

	Manual handling – ICT equipment  and consumables
	Up to several hours 
	Regularly
	Desktop PC’s and monitors weigh up to 17 Kilograms.

	Constrained and awkward position when installing cables and wiring in ducts.
	Up to several hours
	As required
	

	Constrained position working at keyboard
	Up to 7 hours
	Daily
	


11 MENTAL DEMANDS OF THE JOB

	Nature of task
	Mental Demand
	Duration
	Frequency


	· Interpreting complex handbooks to isolate and identify source of problems
· Preparing reports and spreadsheets to record assets, problem status and configuration histories.
· Creating and documenting training materials, procedural solutions to problems and other technical communications
· Providing advice and guidance and undertake hands – on practical instruction in ICT equipment usage and technical application.
	Concentrated mental attention – attention to detail; interpretation of ambiguous or incomplete guidance; ensuring accuracy.
	Several hours
	Daily


To what extent is the job subject to work-related pressures e.g. regular deadlines, frequent interruptions, conflicting demands?

	Nature of pressures 

/interruptions
	Source
	For how long?
	How often?

	Interruptions
	ICT Users experiencing technical problems with hardware and/or software.  Urgent problems may need immediate intervention by job holder, whatever other work is in progress.
	Several hours
	Weekly

	Deadlines
	Hardware and/or software projects – defined installation deadlines/timescales. Most deadlines predictable, but unexpected issues arise without warning.
	
	Termly/Annually

	Conflicting demands

	Multiple ICT users (including “external” users where SLAs in place) requiring on-going support - each user often having different, but “mission-critical”, problems.
Constant need to juggle and reprioritise work to meet the competing demands of various faculty staff, pupils, national curriculum – urgent problems need immediate intervention by the job holder, whatever other work is in progress.
	
	On-going


If the Job Holder is subject to any other form of mental demand, please give details below.

NONE

12 EMOTIONAL DEMANDS
	Nature of the task being performed by Job Holder.
	Behaviour/source of the emotional demand
	Frequency (per day/wk/month)

	ICT systems diagnosis and problem-solving
	Frustrated ICT users, needing access to critical systems, may exert pressure to resolve problems “at any cost” (eg, work excess hours).
	Regularly


13 WORKING CONDITIONS

	This factor looks at exposure in the job to disagreeable, uncomfortable or hazardous working conditions arising from the environment or from working with people.


a) In what kind of places does the Job Holder normally work (eg office, library, gardens, clients’ homes)? 

If more than one, give approximate proportion of time in each.

	Location of work
	Proportion of time

	Office environment
ICT suites
	75%
25%


b) If the Job Holder works outside, are they expected to work regardless of the weather or are alternative arrangements made eg work on other duties?
Not Applicable
c) What unpleasant environmental working conditions or behaviour from other people are met in performing the job? (See guidance notes for examples)

	Working Condition or Behaviour from other people


	How long does it last at any one time?
	How often does it typically occur?

	1. Confined office space, shared with hardware servers, exposing Job Holder to some heat, noise and dry air.
2. Working in ceiling voids and ducts (eg, cabling installations, etc) which can be very dusty.

3. Challenging behaviour from students.
	Several hours
Up to one hour

Few minutes
	Daily
Several times per month

Occasionally


d) What protection is offered (if any) e.g. against adverse weather (clothing, shelter), against infection, security measures etc.   Not Applicable
